Megabyte / Second

cA8-1008-debian-jessie  Rijndael AES: Speed by Data Length

18 . — . — . — . — . —
16 - ~
14 + ~
12 + ~
10 - ~
g L _
6 L _
4 _
7 L _
0 . L . L . L . L . L
10 100 1000 10000 100000 1000000
Data Length in Bytes
libgcrypt +—— OpenSSL-CTR
libgcrypt-1.6-ECB Nettle
libgcrypt-1.6-CTR —— Nettle-CTR ————

OpenSSL +———-



Megabyte / Second

cA8-1008-debian-jessie

45

40

35

30

25

20

15

10

ARC4: Speed by Data Length

100

1000

10000 100000

Data Length in Bytes

libgcrypt +——
libgcrypt-1.6

OpenSSL +——-
Nettle ——

1000000



Megabyte / Second

cA8-1008-debian-jessie

100
90
80
70
60
50
40
30
20
10

0

Salsa20: Speed by Data Length

I L ! ! L ! L ! ! L
10 100 1000 10000 100000 1000000
Data Length in Bytes
libgcrypt-1.6 ——— Nettle



Megabyte / Second

cA8-1008-debian-jessie Camellia: Speed by Data Length
16

14 - \ —
12 —
10 .
8 - —
6 - —
1 T _

4 T T == |
2 - —
O ! ! L ! ! L ! ! L ! ! L ! ! L

10 100 1000 10000 100000 1000000

Data Length in Bytes
libgcrypt ———— OpenSSL ————
libgcrypt-1.6-ECB Nettle

libgcrypt-1.6-CTR +——



Megabyte / Second

cA8-1008-debian-jessie

20
18
16
14
12
10

o N B~ O O

Serpent: Speed by Data Length

o | |
| ——/;/\/—Z\/N}\{ ]
B T T |
1 R —
L I I L L I I L I I L
10 100 1000 10000 100000 1000000

Data Length in Bytes

libgcrypt +——
libgcrypt-1.6-ECB

libgcrypt-1.6-CTR ——
Nettle ——



Megabyte / Second

cA8-1008-debian-jessie Twofish: Speed by Data Length
25

20 .

10 | .

O"’!""""""""
10 100 1000 10000 100000 1000000

Data Length in Bytes

libgcrypt +—— libgcrypt-1.6-CTR ——
libgcrypt-1.6-ECB Nettle ——



cA8-1008-debian-jessie Blowfish: Speed by Data Length

25

20 =
©
C
o
o 15 - -
n
o
3
S 10 - o
X =
Q
=

5 |

O - e i ! ! ! ! ! L ! ! L

10 100 1000 10000 100000 1000000
Data Length in Bytes
libgcrypt ——— OpenSSL ———-
libgcrypt-1.6-ECB Nettle

libgcrypt-1.6-CTR +——



cA8-1008-debian-jessie

CAST5: Speed by Data Length

25
20 — \\ ]
©
(-
©)
o 15 |- .
0]
g
> = ==
2 10 - .
8 .
=
5 | ]
O L ! ! L ! ! L ! L ! ! L
10 100 1000 10000 100000 1000000

Data Length in Bytes

libgcrypt ————
libgcrypt-1.6-ECB
libgcrypt-1.6-CTR +——

OpenSSL ————
Nettle



Megabyte / Second

cA8-1008-debian-jessie

4.5

4

3.5

3

2.5

2

1.5

1

0.5

Triple DES: Speed by Data Length

10

100 1000 10000

Data Length in Bytes

libgcrypt ————
libgcrypt-1.6-ECB
libgcrypt-1.6-CTR +——

100000

OpenSSL ————
Nettle

1000000



cA8-1008-debian-jessie Rijndael: Absolute Time by Data Length
1 - ' ' ' ' ' ' ' ' t ' ' t

0.1 b
0.01 -

0.001 -

Seconds

0.0001 -

1le-05 —

1e_06 I ! | L ! ! L ! ! L ! ! L ! ! L
10 100 1000 10000 100000 1000000

Data Length in Bytes

libgcrypt +—— OpenSSL-CTR
libgcrypt-1.6-ECB Nettle
libgcrypt-1.6-CTR —— Nettle-CTR ————

OpenSSL ———



cA8-1008-debian-jessie

ARC4: Absolute Time by Data Length

0.1
0.01 -

0.001 -

Seconds

0.0001

1e-05 —

le-06

10

100 1000

10000 100000

Data Length in Bytes

libgcrypt +——
libgcrypt-1.6

OpenSSL ———-
Nettle ——-

1000000



cA8-1008-debian-jessie Salsa20: Absolute Time by Data Length
01 B I T l T T T T T ] T T ™

0.01 b .

0.001 | __

Seconds

0.0001 .

le-05 -

1e_06 _ ! | L ! ! L ! ! L ! ! L ! ! L
10 100 1000 10000 100000 1000000

Data Length in Bytes

libgcrypt-1.6 ——— Nettle



cA8-1008-debian-jessie  Camellia: Absolute Time by Data Length

1 - ' ' ' ' ' ' ' ' v ' ' v
0.1 _
0.01 F .
. I ]
'8 N i
O 0.001 + -
O
S I ]
m - -
0.0001 | =
le-05 | —1 |
1e-06 I . Lo . Lo . Lo . Lo . Lo
10 100 1000 10000 100000 1000000
Data Length in Bytes
libgcrypt ———— OpenSSL ————
libgcrypt-1.6-ECB Nettle

libgcrypt-1.6-CTR +——



cA8-1008-debian-jessie Serpent: Absolute Time by Data Length

1 . ' ' ' ' ' ' ' ' t ' ' t
0.1 _F
0.01 _
. I ]
'g u i
o 0.001 =
9 I ]
72 _ = _
0.0001 =
le-05 . =
1e-06 i . Lo . Lo . o . o . o
10 100 1000 10000 100000 1000000
Data Length in Bytes
libgcrypt +—— libgcrypt-1.6-CTR ——

libgcrypt-1.6-ECB Nettle ——



cA8-1008-debian-jessie Twofish: Absolute Time by Data Length

0.1 ¢ ' T ' T ' T ' T '
0.01 £ / .
n
=
o 0.001 - E
O - _
q) - -
n
0.0001 ¢ .
e .
1e-05 . Lo . Lo . o . o . o
10 100 1000 10000 100000 1000000
Data Length in Bytes
libgcrypt +—— libgcrypt-1.6-CTR ——

libgcrypt-1.6-ECB Nettle ——



cA8-1008-debian-jessie  Blowfish: Absolute Time by Data Length

1 - ' ' ' ' ' ' ' ' t ' ' t
0.1 & |
n
=
O -
o :
n
0.001 - =
0.0001 ' ] ' ] ' S ' S ' S
10 100 1000 10000 100000 1000000
Data Length in Bytes
libgcrypt ———— OpenSSL ————
libgcrypt-1.6-ECB Nettle

libgcrypt-1.6-CTR +——



cA8-1008-debian-jessie CAST5: Absolute Time by Data Length

1 - ' ' ' ' ' ' ' ' v ' ' v
0.1 _
0.01 F .
. I ]
'8 N i
O 0.001 + -
O
S I ]
m - -
0.0001 | =
1e-05 L |
1e-06 I . Lo . Lo . Lo . Lo . Lo
10 100 1000 10000 100000 1000000
Data Length in Bytes
libgcrypt ———— OpenSSL ————
libgcrypt-1.6-ECB Nettle

libgcrypt-1.6-CTR +——



cA8-1008-debian-jessie Triple DES: Absolute Time by Data Length

1 - ' ' ' ' ' ' ' ' t ' ' t
0.1 |
n 001 — -
©
2 !
o
O u
Q
n 0.001 =
0.0001 - =
1e_05_ . L . L . Lo . Lo . Lo
10 100 1000 10000 100000 1000000
Data Length in Bytes
libgcrypt ———— OpenSSL ————
libgcrypt-1.6-ECB Nettle

libgcrypt-1.6-CTR +——



